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Abstract

Cloud computing technology is a potential platform for smart phones, and the requirement for operational availability and

transparency has developed. Only a few years ago, smart phones were used for phone conversations and text messaging;

now, value added services may be activated at any time and from everywhere. Cloud computing combines the benefits of

both mobile and cloud based to address performance issues. Could Computing (CC) connects with most mobile environments

and solves issues such as appearance (for particular, storage capacity, bandwidth, and battery life), environment (accessible,

adaptability, and diversity), and security. Companies, information systems organizations, and other customers may access the

required services and properties via the cloud in a quick, easy, and cost-effective manner. This study on survey Mobile cloud

computing was discussed, as it aids in the codesign, techniques, and applications of research. Challenges that happened in

mcc, as well as the current remedies and approaches employed to tackle them. Slowly giving to cloud - based iot study is a

further development of all these modes.
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1. INTRODUCTION:

In this paper explore a MCC complete survey. The brief MCC overview, Mobile Could Computing
definition, Design and also Benefits are discussed Part 2. In Part 3 discussed the Uses of Mobile Cloud
Computing. Next, In Part4 discussed many problems in Mobile Cloud Computing and methods to report
the problems. In part 5 the guidelines of future research. Lastly, In Part 6 we consolidate and determine

the MCC research survey. In the Table 1 describes the list of Abbreviations.

2. MOBILE CLOUD COMPUTING EXPLANATION:

Mobile Cloud computing term introduced before the cloud computing. It is very attracting of
industrialists as a good gainful industry decision that decreases the improvement and consecutively
price of requests of mobile,In new knowledge mobileusers use the new technology with low cost, as
research persons promised the key answer for information technology.In this part presents an

explanation of MCC containing meaning, Architecture, & Also Advantages of MCC.

3. MEANING OF MCC

In Mobile Cloud Computing the major powerful energy is mobile computing. In global gradually
increased day by day Mobile applications. 8.2 billion downloads in 2010 and rapidly increased in 2011
on 17.7 billion download, and 140.68billion apps are downloaded in 2016 and 192.45 billion apps are
downloaded in 2018 and finally In 2019 as per research records 204 billion apps are customers

downloaded.

Year Annual Downloaded Apps in
billions
2010 8.2
2011 17.7
2016 140.68
2018 192.45
2019 204

Mobile cloud computing is easy to denotes an organization where equally data stores and data
processing occurs outside of the mobile device. In this Mobile cloud presentations move the computing

power and Data storage gone from mobile device and into the cloud, Collection the application and
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Mobile computing to just not smart device users, Hence Much larger range of mobile subscribers.Mobile
cloud computing defines [2]as new standard for mobile device whereby the data processing and storage
are move from the mobile pieces to strange and centralized computing platforms placed in clouds. That
type of centralized applications is opened over the wireless connection based on negative client or on
the mobile devices.Instead, MCC can be known as a combination of mobile web and cloud computing,
the most popular tool of the user for mobile to access service and applications on the internet. Mobile
cloud computing offers mobile users with the data processing and storage services in clouds. The mobile
devices do not want any important arrangement (Like, Central process unit and Memory storage

capacity) due to that all complex computing module can be execute in the clouds.

4. DESIGN OF MOBILE CLOUD COMPUTING

In this the Model of MCC, the design of Mobile cloud computing can be shown in figurel. Mobile devices
are connected to the mobile network via base stations (For example, Transceiver station, access point,
or satellite) that create and control the associates and well-designed interfaces between the network
and mobile devices. Mobile Users information and needs (ldentification and location) are transmitted to
the central processors that are established to servers connecting mobile network services. In that
Mobile network operators can give services to mobile users as authorization, authentication and
accounting based on the home agent and subscribers’ data stored in databases. Coming to the
subscriber’s request are delivered to a cloud via the internet. In that cloud, Cloud controllers process the
requests to give mobile users with the equivalent cloud services. These types of services ae established
by with the models of utility computing virtualization, and SOA(like, Web, application and database
servicers). The deep structure of cloud architecture might be altered in different environments. This is
four Tier architecture in illuminated in [8] compare associate cloud computing with grid computing.
Instead, SOA, called Aneka, is presents to allow developers to build. Microsoft.NET requests with the
support of APIs and Multiple programming models [9].[10] Present an architecture for generating
market-oriented clouds and [11] recommends an Architecture for Web- delivered business services.
Coming to the paper, mainly the motivation of tier architecture of cloud computing (shown fig 2).
Architecture is regularly focus to demonstrate the efficiency of the cloud computing Model in terms of
meeting the users’ requests.

Mostly, A cloud computing is large —scale distributed network system established built on the number of
servers in the data centers. The cloud services are mostly classified based on a tiers (layers)[Fig 2]. In the

top layers of this paradigm, Infrastructure as a service (laaS), Platform as a Service (PaaS), and Software
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as a Service (SaaS) are arranged.

- Risks of Cloud Computing

———

Availability Compliance

Figure : 1 Risk of cloud’s

A. Data Centers layer:

The purposes of this layer build the hardware and infrastructure for clouds. In that data center layer the
number of servers are connected with high-speed networks to offer services for customers. The
naturally, data centers are established in less places required, with a high power supply connection

constantly and a low risk of disaster.

B. Infrastructure as a Service: The purposes of this layer build the top of the data center layer. Its used
for storage, Hardware, servers and Networking components. This is use pays on per-use basis for client
purpose. The Client can save the cost as the payment is only based on the client resource they want use.
It’s dynamically as needed for infrastructure can be extended (for example: Simple storage service and

Amazon Cloud computing)

C. Platform as a Service: This is used for integrated environment for building, testing and deploying

custom applications (For example: Microsoft Azure, Google App Engine etc..).

D. Software as a Service: It is software distributed with details requirements, the following layer the
users could access application and information remotely thru the internet and pay only that kind they
want use. SFDC is one of the innovators in providing SaaS model. One of the service providers allows
sharing files and Folders across various devices concurrently.

In this cloud computing design architecture mainly divided into 4 layer as shown in Fig 2 . The top layer
must be constructed on the layer directly below it. The given architecture design the user would be use
the services flexibly and proficiently, Also some services could be measured as portion of more than one

layer. The meaning of data storage services would be viewed as their in laaS or PaaS.
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5. Growth in Cloud Market-2019
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Figure : 2 comparison of results

6. BENEFITS OF MOBILE CLOUD COMPUTING
The mainly cloud computing is identified that capable solution for Mobile computing of many of details
for example communication, mobility and portability[13].coming to the cloud can be used to overcome

difficult in mobile computing pointing to benefits of Mobile Cloud Computing Network.

A. Data Storage capacity: The huge data on the cloud thru wireless by using Mobile cloud computing.
The mainly storage capability is limit for the mobile device. To avoid that limited access and storage data
capacity through using MCC.The following examples are Amazon simple storage service[9].An additional
example Image exchange which was used for huge storage space in cloud for mobile users[10]. By using
this we can easily upload images to the cloud after capturing any time. The couple of years onwards the

maximum social network application today using Facebook[12].

B. No Physical Storage and Battery lifetime Extending: The mainly hosted will be everything in the
cloud, CC sources across service types and forms reliable and flexible backup and recovery solutions.
Although battery is main apprehensions for mobile devices. The number of resolutions have been
suggested to enhance the CPU functioning and to manage the screen and disk in an intellectual
methed.[16,17] to decrease the power usage. But these type of resolutions to change the structure of

the mobile devices, Due to that new hardware that increase of cost and Its not good for all mobile
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devices. Computation offloading procedure is offered with the objects to migrate the large and difficult
processing from resource-limited devices to (mobile devices) to Inventive machines(like servers in
clouds).To avoids a long application processing time on the device and results would be consumption in
the large amount of power used. The following example image processing[20] can be reduce 41% of
mobile device for energy consumption. The calculates large-scale mathematical computations show that
up to 45 % of power used and It can be reduces for large matrix design calculations addition many

mobile applications take benefits from assignment migration and isolated processing .

C. Data Reliability Improving: The data storage application on could is an real way to increase the
reliability for the reason the application and data are stored and backup on the number of computers.
Mobile cloud computing for deigned as ample of data security model for equally to service providers
and users. For example the cloud protects abused and unauthorized distribution [30] and it can be
protect video, clip and music of copyrighted digital content. In addition remotely cloud arrange and
provide to mobile devices users like virus scanning, code detecting and authentication[11] these are

services increase effectiveness of the service.

D. Scalability: The mobile applications can be implemented and scaled to encounter the unpredictable
user request due to flexible resources provisioning. It can easily enhance and grow an application and

services without or with little limitation on the resource usage.

E. Ease Incorporation: Several services from different services provide can be joined easily thought the

cloud and integration to meet the mobile user’srequests.

7. MOBILE CLOUD COMPUTING USES:
Mobile device applications are improvement quickly in universal mobile marketplace. The several
Mobile applications have taken the benefits of Mobile cloud computing and The introduced typical

characteristic of MCC application.

A. Mobile Commerce or M-commerce: Itis model of application and services became available thru
internet assisted mobile devices. It involves new technologies, services and application fulfill that
require mobility. Mobile commerce communications continue to grow for example the purchase
and sales of goods and services, online payment, Bill payment, Online Banking etc. The Mobile
commerce classified into various classes containing shopping, Finance and advertising shown table
II. While transaction communication face various problems occurs for example security, low
internet bandwidth etc. These applications are integrated in cloud computing to address the

following issues (Low bandwidth, security).The recommends[22] 3G, 4G and 5G(coming soon) the
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advantages these generations and cloud computing improve the data processing speed and
security protected based on the public and private key techniques. This techniqueencryption-based

control and ensure that privacy of users data.

Table Il Application classes of M-Commerce

Application Classes Type Example
Mobile Financial B2C,B2B Banks, Brokerage, Firms, Mobile —user fees
application
Mobile Adverting B2C Sending custom made advertisements according to user’s

Physical location

Mobile shopping B2C,B2B Locate/Order certain products from mobile terminal

B.Mobile Learning or m-Learning: Mobile Learning nothing but learning across the environments with
mobile devices at everywhere at any time. In traditional m-learning have some limits in terms of high
cost of network and devices, Low bandwidth rate.After that cloud based m-learning are introduced to
improving these types of issues. By using cloud with large storage capacity and powerful processing
facility improve.The combining m-learning and cloud computing to improve the communication
excellence between students and teachers Zhao etal[18]. In this case we used smartphone software for
the open source JavaME and User interface framework and the example of client used jobber, Teams
and skype etc. A website develops on google apps Engine we can used for communications between
teachers and students any time. This type cloud based m-learning shows that system helps learners right
to use learning remotely. The purpose of these applications help the students improves their
understanding about the design of mobile cloud computing assistant field knowledge .The developed an
education tool is based on cloud computing to generate a course like image and video
processing[41].The new direction in m-learning used smartphone with different software such as AHG

clod Note etc.

C. Mobile Healthcare or m-Healthcare:

By using this application in medical to decrease the traditional medical check-up and supported by
mobile devices. Collecting the clinical health records or data, healthcare information researchers and
patients simultaneous observing of patient thru mobile telemedicine processes.[27]The following

applications in healthcare thru Mobile cloud computing are:
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i.  Wide-ranging health watching services
ii. Quick emergency management system
iii. Health-aware mobile devices
iv. Universal access to healthcare statistics

V. Universal lifestyle incentive organization

Also The purpose Health cloud information organization system based on cloud computing and Mobile devices
running Android operating system(AOS)[26].In this prototype contains 3 services using the Amazon’s S3 cloud
storage provision to manage patient health records are:

a. cloud storage to Continuous connection

b. Patient health record organization system

c. Image viewing maintenance

In Real-time system, A telemedicine homecare organization system[17][18] is executed in Taiwan to monitoring
patient member , Mainly for patients with Diabetes and Hypertension. The propose resolution to protect the

consultants health data and collective the privacy of amenities.

D. The Practical applications and Mobile Gaming:

The cloud becomes a useful tool to support mobile users upload photos and videos well good, Tag their relatives and
friends in web based network (social network)[15] as Facebook and Twitter and telegrams etc. Mobile cloud
computing applications that allows mobile users to share events over the cloud.

Coming to the m- game(Mobile gaming) is revenues generating for service earners.It can totally offload game engine
needful huge computing resources: Keyword-based searching, Voice-based searching and Tag-based searching .In
Additionally, The Mobile cloud computing combined services [15] to identify traffic lights. The current services for

example: Mobile social network, Bubsy game(cloud) BigTorrent into the cloud[20 &21].

Conclusion

In this paper refer to the Mobile cloud computing is technology of mobile devices now a days and the benefits of
mobile computing and cloud computing. Mobile cloud computing is became research oriented and the usage of
mobile devices the amount of and cloud computing by many company’s well organization in future will come more
applications available with help of new technologies. Most of the companies are on the cloud around 90%. AWS is
leading cloud vender 32% share in the market industry. The mobile cloud market has revenue $30.7. This paper
some of the details provides a summary of MCC which is deals with design of MCC,Benefits of MCC have been

presented. Although more applications supporting by Mobile cloud computing are Mobile Commerce, Mobile
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Learning, Mobile Health care and the practical use and Mobile Gaming have been covered and the wide range of
mobile services. At last the future research directions have been defined. As we considered that Mobile cloud
computing is vital role now a days and advanced technical world, generating the requirements for finding the

solution on this Mobile cloud computing.

References

[1]. P. Zhao, W. Yu, S. Yang, X. Yang, and J. Lin,On minimizing energy cost in Internet-scale systems with
dynamic data," IEEE Access, vol. 5,pp. 20068 20082, 2017.

[2]. D.Wu, G. Zhang, and J. Lu, A fuzzy preference tree-based recommendersystem for personalized
business-to-business E-services," IEEETrans.Fuzzy Syst., vol. 23, no. 1, pp. 29_43, Feb. 2015

[3]. X. Wu, X. Zhu, G.-Q. Wu, and W. Ding, “'Data mining with big data," IEEE Trans. Knowl. Data Eng.,
vol. 26, no. 1, pp. 97_107, Jan. 2014.

[4]. X. Shi, L. X. Li, L. Yang, Z. Li, and J. Y. Choi,Information _ow in reverse logistics: An industrial
information integration study," Inf. Technol.Manage., vol. 13, no. 4, pp. 217_232, Dec. 2012.

[5]. N. Bizanis and F. A. Kuipers, “'SDN and virtualization solutions for the Internet ofThings: A survey,"
IEEE Access, vol. 4, pp. 5591_5606, May2016

[6]. S. Li, L. Xu, X. Wang, and J. Wang,Integrationof hybrid wireless networks in cloud services oriented
enterprise information systems," Enterprise Inf. Syst., vol. 6, no. 2, pp. 165_187, Nov.2012.

[7]. K.-Y. Teng, S. A. Thekdi, and J. H. Lambert,Risk and safety program performance evaluation and
business process modeling,'" IEEE Trans.Syst., Man, Cybern. A, Syst. Humans, vol. 42, no. 6, pp.
1504_1513, Nov. 2012.

[8]. Z. Fu, X. Sun, S. Ji, and G. Xie, "Towards ef_cient content-aware search over encrypted outsourced
data in cloud," in Proc. 35th Annu. IEEE Int. Conf. Comput. Commun. (INFOCOM), Apr. 2016, pp.
1.09.

[9]. ). Han, W. Susio, Y. Mu, and J. Hou,

“Improving privacy and security in decentralized ciphertext-policy attribute-based encryption," IEEE
Trans.Inf. Forensics Security, vol. 10, no. 3, pp. 665_678, Mar.2015.

[10]. D. Zou, Y. Xiang, and G. Min, “Privacy preserving in cloud computing environment," Secur.
Commun. Netw., vol. 9, no. 15, pp. 2752_2753 Oct. 2016.

[11]. Y. Tang, P. P. C. Lee, John C. S. Lui, and R. Perlman, “Secure overlay cloud storage with access
control and assured deletion," IEEE Trans. Dependable Secure Comput., vol. 9, no. 6, pp. 903 916,
Nov./Dec.2012.

[12]. J. Shao, R. Lu, and X. Lin, “Fine-grained data sharing in cloud computing for mobile devices," in

Proc. IEEE Conf. Comput. Commun. (INFOCOM), Apr./May 2015, pp.2677_2685
5582



Nat. Volatiles & Essent. Qils, 2021; 8(4): 1111-1111

[13]. C. Wang, S. S. M. Chow, Q. Wang, K. Ren, and W. Lou, “"Privacypreserving public auditing for secure
cloud storage," IEEE Trans. Comput., vol. 62, no. 2, pp. 362_375, Feb.2013.

[14]. S. Tanada, H. Suzuki, K. Naito, and A. Watanable, “'Proposal for secure group communication using
encryption technology," in Proc. 9th Int. Conf. Mobile Comput. Ubiquitous Netw., Oct. 2016, pp. 1_6.

[15]. J. Zhou et al., “Securing outsourced data in the multi-authority cloud with _ne-grained access
control and ef_cient attribute revocation," Comput. J., vol. 60, no. 8, pp. 1210_1222, Aug. 2017

[16]. R. Ahuja, S. K. Mohanty, and K. Sakurai,

A scalable attribute-set-based access control with both sharing and full-_edged delegation of access
privileges in cloud computing," Comput. Elect. Eng., vol. 57, pp. 241_256, Jan. 2017.

[17]. J. Thakur and N.Kumar, “AES and blow_sh: Symmetric key cryptography algorithms simulation
based performance analysis," Int. J. Emerg. Technol. Adv. Eng., vol. 1, no. 2, pp. 6_12, Dec.2011.

[18]. E. Fujisaki, T.Okamoto, ““Secure integration of asymmetric and symmetric encryption schemes," J.
Cryptol., vol. 26, no. 1, pp. 80_101, Jan.2013.

[19]. Y. S. Rao, A secure and ef cient ciphertext-policy attribute-based signcryption for personal health
records sharing in cloud computing," Future Gener. Comput. Syst., vol. 67, pp. 133_151 Feb. 2017.
[20]. S. Jin-Shu, C. Dan, W. Xiao-Feng, and S. Yi-Pin, ““Attributed-based encryption schemes," J. Softw., vol.

22, no. 6, pp. 1299_1315,2011.

[21]. H. liu, Y. huang, and J. K. Liu, “Secure sharing of Personal Health Records in cloud computing:
Ciphertext-Policy Attribute-Based Signcryption," Future Gener. Comput. Syst., vol. 52, pp. 67_76,
Nov.2015.

[22]. K. Huang et al., ""PKE-AET: Public key encryption with authorized equality test," Comput. J., vol. 58,
no. 10, pp. 2686_2697, Oct. 2015.

5583



